Ilpunosxkenne Ne2. MHpopmManmonHas naMsaTKa 1t 00y4aromuxcs AJ18 pa3sMemeHus Ha
opumanbubix MHTEpHET-pecypcax

C KaXIbIM I'OA0OM MOJIOJEXKHU B HHTCPHETC CTAaHOBUTHCA 60JII>IH€, 4 IIKOJIbHUKU OJHH U3
CaMbIX AaKTHBHLIX II0JIb30Barejie P YHCTA. MC)KI[Y TCM, IIOMHMO OIPOMHOI'O KOJIHYECTBa

BO3MOXHOCTEH, HHTEPHET HECET M MPOGIeMBl. DTa IMAMSITKA JOJDKHA TOMOYB Tehe Ge30macHo
HAXOIUTHCS B CETH. |

Komnviomepruie supycer

KoMIbIOTEpHBIE  BHpYyC — 3TO  pasHOBHIHOCTE KOMITBIOTEPHBIX  IIPOTPaMM,
OTJIMYUTEIIBHOM OCOOEHHOCTBIO KOTOPOH SBISETCS CIOOCOGHOCTH K pa3sMHOXEHHIO. B
AOTOIHEHAE K 3TOMY, BUPYCBI MOTYT NIOBPEUThH WM IIONHOCTHIO YHHUTOXKHUTH Bce (halibl
AGHHDIC, TOAKOHTPONIBHBIC MOJB30BATENIO, OT MMEHM KOTOPOro ObUIA 3amyllieHa 3apaXkéHHas
IpOTpamMMa, a TAaKKe TOBPEAUTL MM NAaXE YHHYTOXKUTH ONEPAlMOHHYIO CHCTEMY CO BCEMH
daiinamu B nenoM. B GonpmuHECTBE ciyuacs PacmpOCTPaHAIOTCSA BUPYCHI YePe3 HHTEPHET.

MeTozB!I 3aHUTEl OT BPEAOHOCHBIX IIPOrPaMM: |

1. Wicnone3yit coBpeMeHHbIE ONEPAIMOHHBIE CHCTEMBI, HMEOLIIE CEPBE3HBIN YPOBEHD
3alUTHI OT BPEIOHOCHBIX IMPOrPaMM;

2. IlocrosHHO ycTaHaBnuBail mauty (UHEGMPOBEHIE 3aIlJIATKH, KOTOPBIE aBTOMATHYECKH
YCTaHAaBIMBAIOTCA C LENbIO JOPaOTKH IPOrpaMMEBI) H APYTrHe OOHOBJIEHHS CBOEi
OTEPAlMOHHOH cHCTeMbI. CKaduBaii UX TOJBKO ¢ ODHIMAIBHOTO CaliTa paspaboTunka
OC. Ecnu cymmecTByeT pexXuM aBTOMaTHUECKOTO OOHOBIIEHHS, BKIIIOYH €rO0;

3. Pa0otaii Ha cBOEM KOMIIBIOTEpE 10 HPaBaMH IIOJIB30BATENS, a He aJIMMHHCTpATOpa.
OTO HE MO3BONUT GONBINMHCTBY BpPEIOHOCHBIX OpOrpaMM HHCTALTUPOBATHECS Ha
TBOEM IIEPCOHATILHOM KOMIIBIOTEDE;

4. Hcnonbsyl aHTHBHPYCHBIE IPOrPaMMHBIE IPOAYKTH H3BECTHbIX IIPOU3BOAUTEJIEH, C

ABTOMAaTHYE€CKUM OOHOBIICHHEM 0a3;

Orpanuds Qusudgeckuii JOCTYIT K KOMIIBIOTEPY IJIst IIOCTOPOHHHUX JIHII;

6. Vcmons3y BHEIIHNME HOCHTENH MH(BOPMALMH, TAKHE KAK (nemxa, auck wim Qaitn u3
HHTEPHETA, TOJIBKO U3 NMPO(EPEHHBIX HCTOYHHUKOB, |

7. He oTKpbiBaif KOMIIBIOTEpHBIE (aiiyib, MONYYCHHBIE U3 HEHANSKHBIX HCTOYHHKOR.

Haxe Te aiiibl, KOTOpEle mpHCIaT TBOW 3HAKOMBIIL. Jlydyime ytounm y Hero,
OTIIPABJII JIK OH TeOe HX.

hd

Cemu WI-FI

Wi-Fi - 510 He BUI Mepenaun NaHHEIX, HE TEXHOJIOTHS, a BCErO JIHIL Openn, mapka. Eme
B 1991 roxy mumepiaaHickas KOMIaHHS 3aperucrpuposaia openn « WECA», uto 0603Hauao
crosocoderanue « Wireless Fidelity», koTopsrii mepeBomutes kak «0€eCIIpOBOAHAS TOYHOCTBY.

/lo Hamero BpemeHH nomula apyras abOpeBHATypa, KOTOpast ABJIAETCS TakKOM ke
TEXHOJIOTUEH. 10 ab0peBuarypa « Wi-Fi». Takoe Ha3BaHHe 6BIIO TaHO C HAMEKOM Ha CTaHIapT
BBICIIMH 3ByKOBO# TexHUKU Hi-Fi, uT0 B epeBoze 03HauaeT «BBICOKASI TOUHOCTEY.

Jla, OecriaTHeIf MHTEPHET-IOCTYI B Kade, OTeasX u a’poropTax ABISIETCS OTIMYHOU
BOSMOXHOCTBIO BRIXOZA B MHTEPHET. Ho MHOIrHe sKcepThI C4uTAIOT, YTO 06MmENOCTYIHbIE Wi-
Fi cetn He sBisIOTCA Ge30macHBIMY.

CoBetbl 110 6e300aCHOCTH PaboTe B OBMENOCTYIHBIX ceTaX Wi-fi:



He nepenasaii cporo ymunyro wHpOpMammo uepes obmenocrynusie Wi-Fi cern.
PaboTast B HHX, KelaTeNbHO He BBOJWTH NAPONM HOCTYNA, JOTHHBI M KAKHE-TO
HOMEPA; |
Vcnone3y#t 1 0OHOBIISH aHTHBHPYCHEIE TPOTPAMMEI U Opannmayep. Tem cambIM ThI
obe3omacuiis cebs OT 3aKa4KH BHPyca Ha TBOE YCTPOMCTRO;

IIpn wucnome3oBanmun Wi-Fi ortkmoun dysxmmo «O6muit IocTyn K aiinamM u
npuHTepaM». JlaHHad (QyHKIHS 3aKpeITa 10 YMOJYAHHIO, OXHAKO HEKOTOPEIE
IIOTIE30BATE/IN AKTHBUPYIOT €€ [T yI0OCTBA MCIIOIBb30BaHHUSI B paboTe HIH yueoe;

He wucnonesyit myGmuanbiit WI-FI g mepenaus nmuumbIx JaHHBIX, HaIpUMeEp IS
BBIXOJIA B COLUAIIBHBIC CETH HJIH B 3JIEKTPOHHYIO [IOYTY;

Hmone3yit Tonpko 3ammmennHoe coemunenue gepes HTTPS, a me HTTP, t.e. npu
Habope BeG-anpeca BBOAM UMeHHO «https://»;

B wmobumbHOM Tenepone orkmounm ymkmmoo  «Ilogkmouenne k= Wi-Fi
aBTOMaTH4eCKU». He noryckali aBToMaTHYecKkoro moaKIIOueHHs YCTPOHCTBA K CeTM
Wi-Fi 6e3 TBoero cornacus.

Coyuanvhuvie cemu

CormaneHble CeTH aKTHBHO BXONST B HAIIY JKH3HB, MHOTHE JIOMIH paboTaOT U KHMBYT
TaM ITOCTOSHHO, a B Facebook yxe 3aperncTpupoBan MUILITHAPH YEIOBEK, UTO SBISETCS OTHOM
CEAbMOM BCEX JKUTeNeH IaHeTs.. MHOTWE MOJb30BATENH HE MOHUMAIOT, UTO uH(pOopMaITHs,
PasMCINCHHAA UIMU B COLMANIBHEIX CETAX, MOXET OBITH Half/ileHa U MCIOJIB30BaHa KEM YTOIHO, B
TOM YHCJIC HE 00513aTeIBHO C OJIaruMK HAMEPEHUSIMHY.

OCHOBHEIE COBETHI IO 6€30H0ACHOCTH B COLIMAILHBIX CETIX:

1.

2.

Orpanuyp cmucok Opyseit. V TeGs B OpPy3psiX He NOMMKHO OBITH CIIy4YalHBIX H
HE3HAKOMBIX JIIOJIEH;

3alumaii CBOI YacTHYIO Xu3Hb. He ykaseIBait mapouw, TeneOHBI, anpeca, AaTy
TBOCTO POXACHUA M IPYryl IMYHYIO HHGOPMANHMIO. 3JIOYMBIIUIEHHAKH MOTYT
HCIIONB30BaTh JlaXKe WH(MOPMALHMIO O TOM, KaK Thl H TBOH DPOIHTENH IIJIAHUPYETE
IIPOBECTH KaHHUKYJIE;

3amuinai CBOIO PEIyTaLHIO - JEPXKHU e B YHCTOTE M 3a1aBail cebe BOIIPOC: XOTeJ OBl
TBI, YTOOBI APYTHe IONB30BATENN BUAEIH, YTO THI 3arPyKacuin? Ionymait, mpexne
4€M 9TO-TO OIyOJIMKOBATh, HAIKCAT M 3arPy3UTH;, |

Ecnu TeI roBopumib ¢ monpMu, KOTOPEIX HE 3HACIIb, He HCIIOJIB3YH CBOE peajbHOe
MM M APYTYIO JHYHYIO MHQOPMAlMH: MMS, MECTO JKHTENBCTBA, MECTO y4eOH H
podee;

M3berait pasmemenus dororpadmit B MHTepHETE, TIIE THI H300paXeH Ha MECTHOCTH,
II0 KOTOPOH MOKHO ONPENETUTH TBOE MECTOIONIOKEHHE,

IIpu peructpanyu B corpanbHol ceTH He0GXO0MMMO HCIIOIb30BATE CIIOKHEIE [IapOJIH,
COCTOAIMME U3 OYKB ¥ LH(P U ¢ KOIHYECTBOM 3HAKOB HE MEHEE §;

JIIst conmanbHoM ceTH, MOUTHI U APYTUX CAfTOB HEOOXOIMMO HCIIONE30BATE pazHbIe
napony. Toraa ecnu Teds B3IOMAIOT, TO 3I0YMBIIUIEHHAKY II0JIy4aT JOCTYI TOJIBKO
K OTHOMY MECTY, a HE BO BCE Cpasy. |

Inexmponmvie OeHveu

ONEKTPOHHBIE IE€HBIH — ITO OYEHb YIOOHBIH CIHOCO6 IUIaTeXKEH, OQHAKO CYMIECTBYIOT
MOIIEHHUKH, KOTOPBIE XOTSAT ITOJYYUTH 3TH ACHBIH.

9JICKTpOHHBIC ACHbI'M IIOSABHIIUCH COBCEM HEAABHO M HMEHHO HM3-3a 9TOTO BO MHOTI'UX
rocyaapCrBax a0 CHuxX IIOP HE IIPOIIMCAHO ITPO HUX B 3aKOHAX.



B Poccum xe oHm QyHKUHOHHpPYIOT W 0 HEX YK€ IIPOIHCAHO B 3aKOHE, Ilie HX
PasiCIOT Ha HECKOJIbKO BHIOB — aHOHMMHBIE M He aHOHHMHBIE. PasHuia B TOM, YTO
dHOHUMHBIE - 3TO T€, B KOTOPHIX paspelnacTcss HPOBOMHWTHL OIlEparud 6e3 HIaeHTADUKAIIHN
MOJIb30BATCIIS, 4 B HCAHOHUMHBIX MICHTUQHKALUK [OJIL30BATENS SBISETCS 00s3aTeBHO].

Taxoke cnexyer pasnuuars snekTpoHHBIC (QHATHBIE NEHBIH (paBHBI T'OCYIapPCTBEHHBIM
BaTIOTaM) U 3JIEKTPOHHEIE He(hHaTHEIE TEHBIH (He PaBHBI FOCYTapCTBEHHBIM BAJIFOTAM).

OcHoBHEIE COBETHI 110 Ge30macHoi paborTe ¢ 3JICKTPOHHBIMU AECHBIAMH

1. IlpuBsxm K cueTy MOGHIbHBIA TeneoH. IT0 caMmblil yIOOHBIA U GBICTPHIA CIIOCOO
BOCCTAHOBUTB NOCTYNl K c4eTy. IIpuBA3aHHBIN TenedoH IMOMOXET, eciu 3a0yaemn
CBOH ILTATEXHBIN [TApOJTh WK 3aliIEIh Ha CaliiT ¢ HE3HAKOMOT'O YCTPOMCTBA;

2. Hcnome3syit omuopasossle maponu. [Tocre [EPEX0Zla Ha YCHJICHHYIO aBTOPH3ALUIO
Te0e yKe He OyIeT yrpoXkaTh OmacHOCTh KpaXXu UK IIEpeXBaTa IJIaTEXXHOTO HapOJIs;

3. BoiOepu clOXHBIM IapoJb. IIpecrynnukam Gyner He HpPOCTO yrajaTh CIOMKHBIA
napouns. Hanexnele maponu — 310 mapoiu, KOTOPBIC COJIEpKaT HE MEHee 8 3HaKOB U
BKJIFOMAIOT B CEOsl CTPOYHBIE M IPOIMCHEIE GYKBEL U(GPEl X HECKOJILKO CHMBOJIOB,
TaKHE€ KaK 3HAK JoJjulapa, GyHTa, BOCKIMIATENbHEIH 3HAK U T.1I. Hampumep, $tROng!;;

4. He BBOIM CBOM JIMYHBIE JaHHEIC HA canTax, KOTOPBIM HE JOBEPSEIIb.

Inekmponnas nouma

ONEKTPOHHAS I0YTa — 3TO TEXHOJOTHS U IIPENOCTABIISEMBIE €10 YCIIYTH 1O MEPECHUIKE U
OJIyICHUIO SJICKTPOHHBIX COOOIIECHMH, KOTOpPHIE PacIpeneisiOTcsS B KOMIIBIOTEPHOM CETH.
OOBIMHO ~ JMEKTPOHHBIA  IIOYTOBBIM  SIIIIHK BRINVIIIUT  CIIEAYIOIUM  00pasoM:

MMS_TI0JIB30BaTeA(@uMs_noMeHa. Taxke Kpome mepenadu IPOCTOTO TEKCTa, HMEETCS
BO3MOJXXHOCTE IlepeiaBaTh (paiisl.

OcHOBHBIE COBETHI 10 He30MacHol paGoTe ¢ JJIEKTPOHHOM MOYTOMH:

1. Hamo BBIGpars npaBHIIBHBIN MOYTOBBII CepBHC. B MHTEpHETE €CTh OTPOMHBIN BHIGOD
OECIIATHBIX IIOYTOBLIX CEPBHUCOB, OMHAKO Jy4Ile TOBEPATH TEM, KOTO 3HAECIIb U KTO
IIEPBBIN B pEUTHHTE;

2. He yka3biBaii B THYHOM mouTe TMYHYI0 uH(popMaruio. Hanpumep, myurme BBIOpATH
«MY3BIKANBLHBIH_(anat@» umn «pox2013» BMecTo «remal3»;

3. Hcnone3yit nBYXSTamHyIo aBTOPH3AIHIO. DTO KOrjia MOMUMO IIapoJiid HY>KHO BBOIUTH
KOJ, IPUCBIIaeMbIi 10 SMS;

4. Beibepu cnoxusiii mapoms. JUis KaXaoro OYTOBOLO AIIUKA JOJDKEH OFBITH CBOI
HaJIe)KHbIH, yCTOMYMBBIM K B3JIOMY IIapOJIb;

5. Ecim ecTh BO3MOXHOCTB HamucaThb CaMOMy CBOH JIMYHBIA BOIPOC, MCHOJNB3YH 3Ty
BO3MOXXHOCTB;

6. Hcnomp3yil HECKONBKO MOYTOBBIX SIMHKOB. IlepBblii 115 9acTHON HepemicKH c
dipecaTaMu, KOTOPBIM Thl JOBEpsieIlb. OTO OJNEKTPOHHBIH ampec He HAamo
HCII0Jb30BATh IIPH PETUCTPAlUK Ha GOpyMax U caiiTax;

7. He oTkpeiBail daiiiel u ApyrHe BIOKEHHS B MHCHMAX JAXE €CIIM OHM IPHUILIH OT
TBOUX Jpy3eH. JIydlle yTo9HM y HUX, OTIPABIISUIH JIM OHH Te6e 3TH ¢aiiner;

8. Tlocne oxoH4yaHms paGoOTHI HAa MOYTOBOM CEPBUCE IE€pel 3aKpHITHEM BKJIAIKH C
CauTOM He 3a0yab HaXaTh Ha «BuiiTHy.



Kubepbynnune unu eupmyanvroe uzoeeamenbcmeo

KubepOyyumiHr — mpecnefioBaHne COOOINEHUSMH, CONEPKAINMMH OCKOPOJICHHS,

arpecCulo, 3aIllyruBaHue, XYJIHUIaHCTBO, COIIHAJILHOE 60ﬁKOTHpOBaHH€ C IIOMOIIBIO Pa3JIMYHBIX
HHTCPHET-CCPBHCOB.

OcHOBHBIE COBETHI 110 OOpBOE ¢ KHOEPOYILIMHIOM:

1. He 6pocaiica B 60ii. JIyummii croco6: mocoBeTOBATHCS KaK ceOs BECTH H, €CJIH HET
TOTO, K KOMY MOXHO OOpaTHTBCS, TO BHayaje YCIIOKOHUTHCA. ECIM ThI HAYHEID
OTBEYaTh OCKOPOJICHMAMM Ha OCKOPOJEHHS, TO TOJBKO €Ile OOJBIIE Pa30iIKEIIh
KOH(JIVKT;

2. Ynpasusi cBoell KuOeppenyTanuei;

AHOHHUMHOCTD B ceTH MHHMas. CyIIECTBYIOT CIOCOOBI BBIICHHTH, KTO CTOMT 34

AHOHUMHBIM aKKayHTOM;

4. He crout BecTu Xynuranckuii o6pa3 BUpTyaabHOU Ku3HA. VIHTEpHET QHKCHpYeET BCe

TBOU JEWCTBHUS M COXPaHAET UX. Y JAIUTh HX OyIeT KpaiHe 3aTPyAHUTEIHHO;

Cobumronaii cBol BUPTYaNBHYIO YeCTh CMOJIOAY;

6. WrHopupyl enuHu4YHBI HeratuB. OIHOpPa3’OBEIE OCKOPOHTEIBHBIE COOGIICHHUS
JTydqIne HTHOpUpoBaTh. OOBIYHO arpeccus MpeKpaInaeTcs Ha HaYaIbHON CTaIuM;

7. ban arpeccopa. B nporpamMax o6MeHa MTHOBEHHBIMH COOOIEHUSMH, B COIMATBHBIX
CETAX €CTh BO3MOXKHOCTH OJIOKMPOBKH OTIIPaBKH COOOINEHUM € OIpeneeHHBIX
aIpecoB;

8. Ecmu Thl cBunerens kubepOymumnHra. TBoM NeiCTBHA: BBICTYIHTD IIPOTHB
NPECICAOBATENsI, TOKa3aTh €My, YTO €ro NeWCTBHUS OIEHHUBAIOTCS HETATHUBHO,
[IOAJEPXKATh JKEPTBY, KOTOPOM HYXHA IICHXOJIOTHYECKAsg IIOMOIUb, COOOIIUTH
B3POCIBIM O (paKTe arpeCCUBHOTrO IOBEIEHUS B CETH.

(8]
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Mobunvnwviii menegon

CoBpeMeHHbIE CMapTQOHBHI ¥ IUIAHINETHl COAEpXaT B cebe BHONHE B3POCIEIL
(GYHKOMOHAT, M Teleph OHH MOTYT KOHKYPHPOBAaTh CO CTAIHOHAPHBIMHE KOMITBIOTEPAMH.
OnHako, cpencTB 3aImuThl AN HONOOHBIX YCTPOUCTB MOKa OYeHb Mano. TecTHpoBaHUE U MOUCK

YA3BUMOCTEH B HHUX IIPOMCXOIMT HE TaK MHTEHCHBHO, Kak miuf [IK, To e camoe xacaercd m
MOOHIIBHBIX IIPHIIOKEHHUIA.

CoBpeMeHHBIE MOOHIIBEHBIE Opay3ephl yKe NPAKTAYECKH JIOTHATH HACTOJIbHbIE aHAJIOTH,

ONIHAKO pacIIMpeHHe (YHKIHOHATA BJI€YeT 3a CO00if GOJNBIIYIO CIOMKHOCTP M MEHBIIYIO
3alIUIIEHHOCTb.

Jlajieko He BCe MPOM3BOAMTENHN BBIIYCKAIOT OOHOBJICHHMS, 3aKPHIBAIOIINE KPUTHUECKHE
YS3BHMOCTH (ISl CBOMX YCTPOMCTB.

OcHOBHEIE COBETHI 1711 6e30MacHOCTH MOGHIILHOTO TenedoHa:

1. Hudvero He sBnserca mo-HacTosiueMy OecIUIaTHBEIM. Bynb OCTOpOXKEH, BeIb KOTZA
Tebe mpeanararoT OECIUTAaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHE-TO
ILJIATHBIC YCIIYTH,

2. Jywmai#i, mpexne dyeM oTmpasuts SMS, ¢poto mmm Buneo. Thl TOYHO 3HAENID, Te OHHU

OyIayT B KOHEUHOM HUTOTE?

Heo0xonuMo 0GHOBIIATE OEPAalHOHHYIO CHCTEMY TBOETO cMapTdoHa;

4. Hcrmonp3yit aHTHBMPYCHBIE IPOrPAMMBI 111 MOGHIIBHBIX TeTe(QOHOB;

W



5. He 3arpyxaii IpHIOKCHHA OT HeH3BECTHOrO MCTOYHHKA, BEJlb OHI MOTYT cozepxarh
BpEJIOHOCHOE IIPOrPaMMHOC o0ecIeUeHNne;

6. Tlocjie TOro KaK Thl BHIAACIID C caiita, Il BBOJWI JMIHYIO pH(bOpMAIUIO, 3ai11 B
nacTpoiku Opaysepa i yAaiu cookies;

7. TlepronuvecKu npoBepsil KaKue MIaTHbIC yCIIyT'd aKTHBAPOBAHEL Ha TBOEM HOMEDE;

8. JlaBaii cBO HOMED MOGHIbHOTO TenedoHa TONBKO JIOIAM, KOTOPHIX THI 3HAcUIb U
KOMY JOBEpseIIb;

9. Bluetooth mo/mwKeH OBITH BBIKIIOHCH, KOrza Thl UM HE TOJB3YCIIBCsL. He 3a0piBail
W{HOTIA IIPOBEPATH ITO.

Online uepot

CoBpeMeHHbIE ~ OHJAHH-UIPBL  — 5TO KpAacodHblE, 3aXBATHIBAIOIIUC pasBIICYECHUS,
oGbeIMHSIONIE COTHH THICAY YeNOBEK 110 pcemMy MupY. VITpOKH MCCIEAYIOT JTaHHBIA UM MHD,
oGAIOTCS APYT C APYrOM, BBIIOTHAOT 3a/[aHKsl, CPKAIOTCS C MOHCTPaMH X TIOJIy4arOT OIBIT.
3a yZOBOJIBCTBUAC OHM TLIATAT: IOKYIAIOT AMCK, OIIAdHBAIOT aGOHEMEHT WM HIPHOOpPETaoT
KaKue-TO OMIHU.

Bce »TH cpencrsa MIyT Ha [ojiepykaHue M PasBUTHC MIPEHL 4 TaK)Ke Ha caMy
6e30MacHOCTh: COBEPIICHCTBYIOTCH cHCTEMBbl ABTOPHM3AIlMH, BBITYCKAIOTCH HOBBIE IATYH
(urGpOoBBIE 3AIIATKY UL IIpOrpaMM), 3aKpHIBAIOTCA ySI3BMMOCTH CEPBEPOB.

B IIOJIO6HI>IX nurpax CTOUT oracarbcs HC CTOJIbKO CBOMX COIICPHHUKOB, CKOJIBKO KpaXXH
TBOETO IMapoJisi, Ha KOTOPOM OCHOBaHa CUCTEMa apTOpHU3alluU OOJILIIIHHCTBA UTD. |

OCHOBHBIE COBETHI TI0 0€30MacHOCTH TBOCTO MrPOBOTO aKKayHTa:

1. Ecnu mpyroi urpox BEICT cebs TUIOXO0 WK CO3/aeT Tebe HENPUATHOCTH, 3a0JI0KUPYH
ero B CIIMCKE UI'POKOB;

7. Tloxanyiicsi aAMHHHCTPAaTOpaM HIPbI Ha IUIOXO€ IOBEICHHE ITOro HIPOKa,
sKeaTeIbHO MPIIIOKATE KaKue-TO JIOKa3aTeNbCTBA B BHJIE CKPHHOB,

3. He yka3piBail THIHYIO pHOpMAIHIO B npogaiiie urps;

4. Vpaxaii IpyruX yJaCTHUKOB IO HIDPC,

5. He ycraHaBnuBai peo(UIUATbHbIE aTIM 1 MOZIBL,

6. Vicmonb3yii CIOXKHBIE ¥ pa3HBIC MApOH,

7. Jlaxke BO BpeMs HIpbl HE CTOMT oTKIfouaTh aHTHBHpYC. 1loKa TBI HIPACHID, TBOH
KOMIIBIOTEP MOTYT 3apa3suTh.

Duune Wik Kpaxca JUYHbIX OGHHBIX

OG6bIHON Kpakeil JeHEr M JOKYMCHTOB CerofHsi y)Xe HHKOrO He YIWBHIIb, HO €
pa3BUTHEM MHTEPHET-TEXHOJIOTHH 3JIOYMBIIUICHHUKA ~ TEPEMECTAIHCE B UHTEpPHET, U
IPOIOJDKAIOT 3aHUMATBCA «IFOOUMBIMY» ICTIOM.

Tak mosBWIach HOBas yrposa. MHTEpPHET-MOIICHHUIECTBA MIIH GHUINKMHT, TJIaBHAA ICIb
KOTOPOTrO COCTOMT B IOJTy4CHHUH KOH(UICHINAIBHBIX JaHHBIX HoJib30BaTeNeil — JIOTUHOB U
naposei. Ha aHrinHCKOM A3BIKS phishing yuTaeTCs KaK duumanr (o1 fishing — phIOHas JIOBI,
password — 1apoJb).

OcHOBHBIE COBETHI 110 60pB0e C QUIITHHTOM:

1. Crenu 3a CBOMM aKKayHTOM. Ecny Thl TOJO3pEBaeilb, YTO TBOA AHKCETA ObLIa
B3jloMaHa, TO HE0OXOIUMO 3a0TOKMpOBATL €€ | COOOIIMTh aAMUHHCTPAaTOpaM
pecypca 00 3TOM Kak MOKHO CKOpEE;



2. Hcnone3yii OGesomacHble BeO-CaiiThl, B TOM 4HCIE, HHTEPHET-Mara3pHOB M
IIOMCKOBBIX CHCTEM;

3. Hcnonp3y# cioxxHble W pasHble maposiu. TakuM o0Gpa3oM, eciid Tebs B3IOMAIOT, TO
3JIOYMBILUICHHUKY ITOJIy4aT JOCTYII TOJIBKO K OAHOMY TBOEMY IPO(QHIIIO B CETH, a HE
KO BCEM;

4. Ecnmu Tebs B3noMaid, TO HEOOXOMMMO MpPEAYNPEIUTh BCEX CBOMX 3HAKOMEIX,

KOTOPBIE 100aBJIEHBI y TEOS B APY3bSIX, O TOM, YTO T€OS B3JIOMAIH U, BO3MOXHO, OT

TBOEI'0 HUMEHH OyIET pacChLIaThCs CIlaM U CCHUIKH Ha (DHIIMHTOBBIE CATHI;

Ycranosy HanexxHsI napois (PIN) Ha MOOHIBHBIH TeneOH;

Otxiroun coxpaHeHue napoiis B Opaysepe;

7. He oTkpbiBail (aiinbl ¥ ApYIHe BIOXKEHHS B MHACHMAax JaK€ €CAHM OHM IPHUIIIA OT
TBOUX Apy3eH. JIyuile yrouHu y HUX, OTIPABIISUIN JIU OHHU Tebe 3TH (aiiibl.

AN

Lugposas penymayus

[TudpoBas pemyramus - 5T0 HETATUBHAS WK MO3UTUBHAS MH(GOPMALHUS B CETH O Tede.
Kommnpomerupyromas uaopManus pa3MelleHHass B HHTEPHETE MOXKET CEpPhe3HBIM 06pazom
OTPa3sHUTHCS HA TBOCH peanbHOM *ku3HM. «LluppoBas pemyranus» - 3TO TBOM MMMIIK, KOTODBII
dopmupyercs u3 nHpOpMaImu 0 Te0E B UHTEPHETE.

TBoe MecTo KHUTCJIBCTBA, yq€6BI, TBOC (1)I/IHaHCOBO€ IMOJIOKCHHUC, 0COOEHHOCTH XapakKTepa
H paCCKa3kbI O ONMU3KUX — BCE 3TO HAKAIIUBAECTCS B CETH.

MHorue moApOCTKH JIETKOMBICIIEHHO OTHOCSTCS K ITyOJNMKAIUK JIMIHOH MHQOPMAIVH B
WHTepHeTe, He MOHAMAs BO3MOXXHBIX HoOcnecTBui. THI JaXke He CMOXEHIb JOTafaThCs O TOM,
41O (poTorpadus, pasmeneHHas 5 JeT Ha3aj, CTajla IPUYUHON OTKa3a IPUHATH TeOs Ha paboTy.

KommeHTapuu, pasmemeHue TBomx (ororpadmit um JApyrue mAeHCTBHS MOTYT He
HCYC3HYTh JaXe II0CI€ TOro, Kak Thl MX YyJaudinb. Thl He 3HAEMb, KTO COXPAHHUI 3Ty
MH(OpMaIHIO, TIoIalla I OHa B MOMCKOBBIE CHCTEMBI M COXPAHHJIACH JIH OHA, a [JIABHOE: YTO
NOAYMAIOT O TeOe OKpYXKAaroIlee JIIOAM, KOTOphle HaiayT u yBuasar 51o. Haiitu mHbOpManuio
MHOIO JI€T CIIyCTSI CMOXET JI000M — Kak M3 HOOpBIX MOOYXIEHHi, TaK U ¢ HaMepeHHEM
IPUYMHHUTE BpEX. ITO MOXET OBITH KTO YTOLHO.

OCHOBHBIE COBETHI 110 3aLIUTE [UPPOBOM PEIYTAIIH:

1. Ilomymai, mpexne 4eM 4TO-TO IyOJIMKOBAaTh M IEpeaBaTh y ceOd B Giiore wid B
COIIUAJIBHOM CETH;

2. B HacTpoiKax npoQuis yCTAaHOBH OTpaHHYEHHs Ha IIPOCMOTP TBOETO PO i ero
COICPXKUMOTI0, CAEIal €ro TOJBKO «IJIs APY3ein;

3. He pasmemaii n He ykaseiBait mHbOpPMAIHIO, KOTOPAsk MOXKET KOro-IH60 OCKOPOIISITH
WA O0MIKaTh.

Aemopckoe npaso

CoBpeMeHHbIE INKOJBHMKM— AKTHBHBIC [OJB30BaTeNd LHU(PPOBOTO MPOCTPAHCTBRA.
OZIHaKko Naneko He BCE 3HAOT, YTO INOJIb30BAHIE MHOTMMH BO3MOXHOCTAMH IH(DPOBOrO MHpa
TpebyeT coOMOAEHNS IPaB Ha HHTEIUIEKTYAIbHYIO COOCTBEHHOCTb.

TepMmuH «uHTeIEKTyaNnbHass COOCTBEHHOCTB» OTHOCHTCSA K Pa3IMUHBEIM TBOPCHHSIM
YEJIOBEYECKOr0 yma, HaYHHasi C HOBBIX M300pETEHHUH 1 3HAKOB, 0003HAYaIOMMX COOCTBEHHOCTD

Ha MPOAYKTBI M YCIYI'M , W 3aKaHuMBasg KHUTraMH, (oTorpadusMu, KHHOPHIBLMAMH U
MY3bIKaIbHBIMHI IPOU3BENCHHUSIMH.



ABTOpCKHE ITpaBa — 3TO MpaBa Ha HHTEJUICKTYyJIbHYIO COOCTBEHHOCTh Ha ITPOU3BEACHUS
HayKH, TUTEpaTypbl U UCKyCCTBA. ABTOPCKHE IIpaBa BRICTYIIAIOT B KAYECTBE FAPaHTHH TOTO, YTO
MHTEJUICKTYaJIbHBIN/TBOpUECKUH TPyX aBTOpa He OYyJEeT HalpacHBIM, JAAcT €My CIpPaBEIIUBBIC
BO3MOXXHOCTH 3apaboTaTh Ha pe3yJibTaTax CBOEro TPYJa, MOJYYUTh U3BECTHOCTH U MPHU3HAHUE.
Huxro 6e3 paspellieHHs aBTOpa HE MOXKET BOCIIPOH3BOIUTE €r0 MPOU3BEIACHHE, PACIIPOCTPAHSTS,
myOMAYHO AEMOHCTPHPOBATh, NpOJaBaTh, HMIOPTUPOBATh, IMyCKaTh B NPOKAaT, ITYOJUYHO
HCITONHATD, IIOKa3bIBaTh/UCIIOIHATD B 3(upe win pazmemars B MHTepHETE.

Hcronbp30BaHue ITHPATCKOTO» IIPOTPaMMHOTO 00ECIIEUCHHSI MOXKET MPUBECTH K MHOTHUM
pHUCKaM: OT IOTEPH MAaHHBIX K TBOMM aKKayHTaM A0 OJIOKHPOBKH TBOErO0 YCTPOMCTBa, rje
YCTAaHOBJICHHBIN He JjeranpHas mnporpamma. He cTouT Takke 3a0bIBaTh, 4TO cymeCTByeT
JerajJbHble ¥ O€CIIaTHBIE IIPOTrPpaMMbI, KOTOPBIE MOKHO HAalTH B CETH.

O nopmane

CereBHYOK.p) — TBOH TIJaBHBI COBETYMK B CETH. 3J€Ch THl MOXEIIb Y3HATh O
0€30MMaCHOCTH B CETHU MOHATHBHIM U JOCTYHHBIM SI3BIKOM, & IIPH BO3HUKHOBECHHHM KPUTHUYECKOIM
CUTyallul OOpaTHTHCS 3a COBETOM. A Tak)Ke MPHUHATH ydacTHE B KOHKYpPCaxX M CTaTh CaMbIM
UG POBBIM rpakIaHHHOM !



